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Overview

 Current Environment
 What is the Problem We Are Trying to Solve?
 Current Threats & Patterns
 Advice for Personal Computers
 Advice for Small Business
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Upward Trends
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https://www.statista.com
From the Ponemon Report 2017: https://www.ibm.com/security/infographics/data-breach/



What does it look like?

http://www.informationisbeautiful.net/visualizations/worlds-
biggest-data-breaches-hacks/
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http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Threats 
Differ by 
Industry 
Sector



Why, Oh Why?
 Identity theft 

 It is worth money! 

 Fraud (healthcare, online 
transactions, payment card)

 Use of your computer resources

 Intellectual property theft

 Corporate espionage

 State espionage
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http://www.bankrate.com/finance/credit/what-your-identity-is-worth-on-black-market.aspx


The problem we are trying to solve

1. Only persons authorized to access information should get access to that 
information.

2. Both information and the systems used to access, store and manipulate it, 
should be available only to those persons authorized to alter the system or 
information and only under controlled circumstances.

3. The information (or systems) should be “intact” and not altered by intent or 
accident.

More recent: Devices!  Control systems! Privacy! Not just information. 
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Threats!
 Phishing (credentials)

 Fraud spear phishing (inducing you to pay)

 Malware (don’t click on that!)

 Ransomware

 Point of sale/payment card

 Insider threat
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Phishing
 Phishing: Attempts to induce people to reveal confidential 

information.
 Characteristics:
Urgent – “Your account will be deactivated!”
“Look-alike” – email will appear to come from a known sender.  It 

will use their logo, graphics, etc.
Scam – the “Nigerian Prince” scenario
Threat – the “IRS Notice” or similar
Tech Support – “Your computer is infected!”
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Phishing for Credentials – Why?
 With your username and password:
 Access to current system
 Will it work on google? Amazon? E-bay?

 Can your system be used for fraud?
 Send millions of phishing messages from your account?

 https://haveibeenpwned.com/
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https://haveibeenpwned.com/


Malware – Why?
 “Pwn” your computer systems to
 Harvest your data
 Make your computer part of a “botnet”
 Use your computer to mine bitcoin

 Ransomware
 May threaten to publish your data or
 May encrypt your data and require you to 

pay to receive the encryption key
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Phishing – Scam/Fraud
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Phishing – Urgent Problem
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Malware by Email
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How we solve the problem
 Policy – organizational rules for managing security
 Process – secure operations and practices, patching, 

identity, backups…
 Products – secure applications, thoughtful use of features
 People – awareness, acceptance, training
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For the Personal Computer
 Install and maintain an anti-virus program

 Install every security update – java, adobe, operating system… all of them.  Every time.

 Look for and avoid those phishing messages (and phone calls!)

 Use a unique password everywhere
 Use a password manager program

 Enable multi-factor authentication everywhere

 Be careful about connecting to unknown wireless networks
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For the Small Business
 All of the previous slide PLUS

 Pay attention to the C I A (confidentiality, integrity, availability)

 Create a security program –
 https://www.fcc.gov/general/cybersecurity-small-business
 https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf

 Ensure that your employee accounts are current (do you promptly remove exited employees?)

 Train your people!  Many cybersecurity breaches are caused by errors.

 Do a risk assessment!

 Encrypt your confidential data!

 Recognize that security is necessary, and sometimes not convenient
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https://www.fcc.gov/general/cybersecurity-small-business
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf
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